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' IN‘THE UPREME COURT OF BRITISH COLUMBIA
Between

Rae Fergus and Susan Shaw

PLAINTIFFS

and

Interior Health Authority

DEFENDANT
Brought under the Class Proceedings Act, RSBC 1996, c 50

NOTICE OF CIVIL CLAIM

This action has been started by the plaintiffs for the relief set out in Part 2 below.

If you intend to respond to this action, you or your lawyer must

(a) file a response to civil claim in Form 2 in the above-named registry of this court
within the time for response to civil claim described below, and
(b) serve a copy of the filed response to civil claim on the plaintiffs.

If you intend to make a counterclaim, you or your lawyer must

(a) file a response to civil claim in Form 2 and a counterclaim in Form 3 in the above-
named registry of this court within the time for response to civil claim described
below, and

(b) serve a copy of the filed response to civil claim and counterclaim on the plaintiffs
and on any new parties named in the counterclaim.

JUDGMENT MAY BE PRONOUNCED AGAINST YOU IF YOU FAIL to file the response to civil
claim within the time for response to civil claim described below.

Time for response to civil claim

A response to civil claim must be filed and served on the plaintiffs,

(a) if you reside anywhere in Canada, within 21 days after the date on which a copy
of the filed notice of civil claim was served on you,

(b) if you reside in the United States of America, within 35 days after the date on
which a copy of the filed notice of civil claim was served on you,

(c) if you reside elsewhere, within 49 days after the date on which a copy of the filed
notice of civil claim was served on you, or

(d) if the time for response to civil claim has been set by order of the court, within
that time.



THE PLAINTIFFS’ CLAIM
Part 1: STATEMENT OF FACTS
Overview

1. The rapid evolution of technology and the accelerating pace of global digitalization
has profo\undly transformed the ways in which Canadians share their personal
information. To obtain and maintain employment, access employment-related services
and benefits, and fulfill their tax obligations, Canadians are now routinely required to
share sensitive personal information in digital form with their employers. In doing so, they
rely on those employers to implement reasonable safeguards to protect that information
from unauthorized third-party access.

2. This action arises from a significant data breach that occurred in or around
December 2009, involving the unauthorized access, theft, and compromise of personal
and sensitive information of individuals employed by the Interior Health Authority between
January 2003 and December 2009 (inclusive), which was in the custody and/or under the
control of the Interior Health Authority (the “IHA Data Breach”). The IHA Data Breach
resulted in the exposure of highly sensitive information belonging to former and current
employees that was subsequently posted on the dark web. As a result, cybercriminals
and other malicious actors have access to private information that the Plaintiffs and Class
Members were compelled to disclose and reasonably expected the Interior Health
Authority to safeguard.

3. The full extent of the IHA Data Breach remains unknown to the public as of May
2025. The Interior Health Authority has chosen not to disclose critical detaAils regarding
the breach — such as how it occurred, when it was discovered, and the total number of
affected individuals — either publicly or to those directly impacted.

4. As a consequence of the IHA Data Breach, current and former employees of the
Interior Health Authority have suffered mental distress and financial harm. The Interior
Health Authority’s failure to promptly identify the IHA Data Breach and further failure to
fully disclose the IHA Data Breach deprived affected individuals of the opportunity to
protect themselves from fraud and identity theft, exacerbating their stress, anxiety, mental
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distress, and financial harm. Through this proceeding, the Plaintiffs and Class Members
seek to hold the Interior Health Authority accountable for its negligence and/or breach of
the the Privacy Act, RSBC 1996 c 373 (the “Privacy Act’).

The Plaintiffs and Class Members

5. The Plaintiff, Rae Fergus, is a resident of British Columbia and a former employee
of the Interior Health Authority. Since at least 2022, Ms. Fergus’ personal information and
identity have been fraudulently used to obtain a car loan through an institution now owned
by the Royal Bank of Canada, to open a bank account with TD Bank — including the
issuance of a debit card and cheques — and to acquire a credit card. These financial
transactions were carried out without Ms. Fergus’ knowledge or consent. In the aftermath
of these events, Ms. Fergus has spent significant time and effort engaging with financial
institutions and credit reporting agencies to correct and remove the fraudulent accounts
and loan from her credit profile, with limited success. Ms. Fergus only became aware of
the IHA Data Breach after being informed by a former colleague whose personal
information had also allegedly been stolen. She did not receive any direct notice of the
breach from the Interior Health Authority.

6. The Plaintiff, Susan Shaw, is a resident of British Columbia and a former employee
of the Interior Health Authority. Ms. Shaw became aware of the IHA Data Breach on or
around April 15, 2025 after reading about it in a news article. She did not receive any
direct notice of the breach from the Interior Health Authority. Following this discovery, Ms.
Shaw located a toll-free telephone number established by the Interior Health Authority for
inquiries related to the breach. Upon contacting the number, Ms. Shaw was informed that
her personal information had been compromised as part of the IHA Data Breach. The
Interior Health Authority offered her two years of free credit monitoring through Equifax,
which she accepted.

7. The Plaintiffs bring this claim on each of their own behalf and on behalf of all
individuals who were employed by the Interior Health Authority between January 1, 2003
and December 31, 2009 (inclusive) who provided their Personal Information to the Interior

Health Authority as a requirement of their employment, including a subclass of individuals



who claim to have suffered a pecuniary loss due to the misuse of their Personal
Information accessed in the IHA Data Breach (the “Information Misuse Subclass” and
the “Information Misuse Subclass Members”), (the “Class”, the “Class Members”, and
the “Class Period”).

The Defendant

8. The Defendant Interior Health Authority is a regional health authority created under
the Health Authorities Act, RSBC 1996, ¢ 180 (the “Health Authorities Act’) and has its
head office located at 505 Doyle Avenue, in the City of Kelowna, in the Province of British
Columbia.

9. The Interior Health Authority is a public body within the meaning of the Freedom
of Information and Protection of Privacy Act, RSBC 1996, ¢ 165 (the “FIPPA”), and is
responsible for delivering publicly funded healthcare and support services to the southern
interior region of British Columbia, including hospital care, public health and mental health
services. The mandate of the Interior Health Authority, governed by the Health Authorities
Act, is to plan, deliver, monitor, and report on publicly funded health services for the
residents within its boundaries. The Interior Health Authority currently employs over
21,000 staff, 1,900 physicians, and 4,800 volunteers.

The Interior Health Authority Collected the Plaintiffs and Class Members’ Personal
Information

10.  The Plaintiffs and Class Members were employed by the Interior Health Authority
between 2003 and 2009, inclusive.

11.  For the purposes of establishing and maintaining an employment relationship, the
Interior Health Authority collected, possessed, and safeguarded the personal information
of their employees, including but not limited to:

a) full legal names;
b) home addresses;

c) email addresses;



d) phone numbers;

e) dates of birth; and

f) Social Insurance Numbers,
(the “Personal Information”).

12.  The Plaintiffs and Class Members provided the Personal Information to the Interior
Health Authority for the express purpose of their employment with the Interior Health
Authority.

13.  The Interior Health Authority, through its agents and employees, requested,
collected, and retained the Personal Information from the Plaintiffs and Class Members
during the employment application process, in the course of providing employment to
those individuals, and following the conclusion of their employment period.

14.  As outlined below, the Interior Health Authority violated their obligations under the
Privacy Act and the FIPPA and at common law to properly manage and safeguard the
Plaintiffs’ and Class Members’ Personal Information.

Timeline of the IHA Data Breach

15.  In June 2017, the RCMP arrested an individual in Port Coquitlam found to be in
possession of the Personal Information of 300 current and former employees of the
Interior Health Authority. The arrested individual was in the process of creating false
identifies using the Personal Information. At that point, at least two Interior Health
Authority employees already had their identities stolen. In September 2017, the Surrey
RCMP separately arrested a second individual found to be in possession of the Personal
Information of a further 184 current and former employees of the Interior Health Authority.

16.  Following the June 2017 arrest, the Interior Health Authority conducted an internal
two-month review into how the Personal Information of its current and former employees
had been accessed. This review determined that the IHA Data Breach likely occurred in
December 2009 when a database containing the Personal Information of all individuals
employed by the Interior Health Authority between January 2003 and December 2009
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was accessed by an unknown actor (or actors). The review was unable to determine how
the breach occurred.

17.  In a December 2017 press release, the Interior Health Authority’s Vice-President
of Human Resources, Mal Griffin, stated:

“We are stressing to these individuals there is no indication their information has
been breached or used in an unlawful way...”

“Still, we want employees to be aware that the 2009 database was unknowingly
accessed and they should be diligent, as we all should be, with personal
information.”
18.  Around this time in 2017, the Interior Health Authority reportedly notified a small
percentage of the affected individuals that their Personal Information had been accessed
and offered these individuals one year of free credit-monitoring services. The Interior
Health Authority chose not to directly notify any of the other individuals that it employed
between 2003 to 2009 at that time or at any time prior to 2024.

19.  In January 2024, a Vernon North Okanagan RCMP investigation discovered a
document that contained the Personal Information as of 2009 of over 20,000 former and
current employees of the Interior Health Authority.

20. On March 7, 2024 — nearly two months after the January 2024 RCMP
investigation and seven years after evidence of the IHA Data Breach was first investigated
— the Interior Health Authority published a notice on its website titled “Interior Health is
looking to contact employees from 2003-2009.” This marked the Interior Health
Authority’s first public acknowledgement of both the breach’s widespread scope and the
extent of compromised Personal Information of current and former employees. This notice
also included a toll-free number for potentially affected individuals to inquire whether their
Personal Information was among the materials obtained by the RCMP.

21.  The Interior Health Authority subsequently published additional information
regarding the IHA Data Breach on its website, including that any affected employees “will
be offered credit monitoring services paid for by Interior Health for two years as a
precautionary measure.” The Interior Health Authority further claimed that “credit
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monitoring is typically offered for one year [in similar situations]” and that it was offering
two years of credit monitoring “[o]ut of an abundance of caution”.

22.  The Interior Health Authority also asserted that the accessed information “is not
currently circulating on the dark web, and [the Interior Health Authority] will continue to
monitor this.” The dark web is a portion of the Internet that can only be accessed with
specific software and is often used by nefarious actors to, inter alia, buy and sell
confidential and personal information.

23.  On April 15, 2025, the Fifth Estate, an investigative documentary program that airs
on the CBC, reported that stolen identities from several former and current employees of
the Interior Health Authority have been used in fraudulent activity. A source who identified
themselves as “Anonymous” provided the Fifth Estate with a list of names obtained on
the dark web from a group set up in 2017 on the encrypted app “Telegram”. The list
included Social Insurance Numbers, home addresses, and birth dates of more than
28,000 individuals employed by the Interior Health Authority between 2003 and 2009. The
anonymous source claimed that the personal information was first obtained from a “data
leak years ago” and “has been sold and distributed to thousands of people over the past
five to six years.” The source further stated that “[m]e personally, as well as others, have
bought [the Personal Information] on Telegram shops, and other dark web forums.”

24.  To date, the Interior Health Authority has failed to provide meaningful disclosure
to class members regarding the scope of the IHA Data Breach. Moreover, many former
employees of the Interior Health Authority only learned of the IHA Data Breach through
media reporting and not by direct or indirect notification methods published by the Interior
Health Authority. There are likely many more former employees who are entirely unaware
of the IHA Data Breach, and as such are at an elevated risk of significant harm.

The Interior Health Authority Represented that it would Safeguard the Plaintiffs and
Class Members’ Personal Information

25. The Interior Health Authority represented and continues to represent to the
Plaintiffs and Class Members through, inter alia, its internal documents such as the policy
document titled “AR Information Privacy & Security Policies” and the training module titled
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“Information Privacy & Security Training” that it would safeguard their sensitive and
personal information, including the Personal Information.

The Interior Health Authority was Required by the FIPPA to Safeguard the Plaintiffs
and Class Members’ Personal Information

26. The FIPPA governs the collection, use, disclosure, and disposal of personal
information by public sector organizations, including information relating to employees.
The FIPPA is intended to promote accountability of public bodies and to safeguard
individual privacy by, among other things, prohibiting the unauthorized disclosure of
personal information.

27.  Section 30 of the FIPPA imposes a clear duty on public bodies to implement
reasonable security measures to guard against the unauthorized access, use, disclosure,

and disposal of personal information in their custody or under their control:

Protection of personal information

30 A public body must protect personal information in its custody or under its
control by making reasonable security arrangements against such risks as
unauthorized collection, use, disclosure or disposal.

28.  As a public body, the Interior Health Authority was statutorily obligated to protect

the Personal Information of the Plaintiffs and Class Members.
The Defendant’s Misconduct

29. At all material times, the Interior Health Authority collected, retained, stored, and
protected the Personal Information.

30. At all material times, the Interior Health Authority as custodian of the Personal
Information owed the Plaintiffs and Class Members a duty of care to collect, retain, store,

and protect the Personal Information in an adequate and reasonable manner.

31. At all material times, the Interior Health Authority was in a close and proximate
relationship with the Plaintiffs and Class Members. The relationship between the Interior



Health Authority and the Plaintiffs and Class Members was sufficiently close to ground a
duty of care because, inter alia:

a) the Plaintiffs and Class Members were vulnerable to the Interior Health
Authority’s demands to provide the Personal Information as a condition of
employment;

b) the Plaintiffs and Class Members were vulnerable to the Interior Health
Authority’s care with the Personal Information;

c) the Interior Health Authority had a direct relationship with each of the
Plaintiffs and Class Members; and

d) the Interior Health Authority collected Personal Information from the
Plaintiffs and Class Members in its role as employer and not in fulfillment of
its mandate.

32. The duty of care owed by the Interior Health Authority to the Plaintiffs and Class
Members is informed by, inter alia:

a) the Interior Health Authority’s obligations under the FIPPA;
b) the highly sensitive and personal nature of the Personal Information; and

c) the inherent danger and foreseeably significant risk of financial and
reputational harm to the Plaintiffs and Class Members from the disclosure
of the Personal Information.

33.  Atall material times, the Interior Health Authority knew or reasonably ought to have
known:

a) of the facts and occurrences of other data breach attacks in Canada;

b) that the Plaintiffs and Class Members’ personal information could, or was
likely o, be accessed in a data breach; and

c) that the Plaintiffs and Class Members could suffer financial losses if an

unauthorized party were to access and steal the Personal Information.
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34. The reasonable expectations of the Plaintiffs and Class Members when they
provided their personal information to the Interior Health Authority included but were not
limited to:

a) the Interior Health Authority would understand and comply with their
obligations under the FIPPA,;

b) the Interior Health Authority would protect the privacy interests of the
Plaintiffs and Class Members;

c) the Interior Health Authority would not make the Personal Information
accessible to third parties;

d) the Interior Health Authority would promptly and competently investigate
any potential breach; and

e) the Interior Health Authority would, upon discovering, or having reasonable
grounds to believe, that the Personal Information had been accessed or
stolen by an unauthorized third party, provide prompt and direct notice to
the Plaintiffs and Class Members regarding the nature and extent of the
breach.

35.  The Plaintiffs and Class Members’ reasonable expectations were informed by the
full context of, and all the circumstances surrounding, the IHA Data Breach, including but
not limited to:

a) the potential misuse of the Personal Information if this information was
stolen in a data breach, including but not limited to fraud and/or identity theft;

b) the Plaintiffs and Class Members provided their information to the Interior
Health Authority for a specific purpose;

c¢) the Plaintiffs and Class Members were required to supply the Personal
Information to the Interior Health Authority in order to maintain employment

and access services and benefits related to their employment;
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d) the Interior Health Authority digitized and stored electronically the Personal
Information for the convenience and cost-savings of collecting it;

e) the Interior Health Authority has increased its internal efficiencies due to its
collection, storage, and/or use of the Personal Information in electronic
form;

f) the representations that the Interior Health Authority made in, inter alia, the
policies referred to at paragraph 25 of this Notice of Civil Claim regarding
the importance of safeguarding sensitive and personal information,
including but not limited to the Personal Information;

g) the representations that the Interior Health Authority made in, inter alia, the
policies referred to at paragraph 25 of this Notice of Civil Claim that it would
safeguard their sensitive and personal information, including but not limited
to the Personal Information; and

h) individuals are increasingly vulnerable to the theft and misuse of their
personal information, including but not limited to the exposure of sensitive
health information, identity theft, financial fraud, extortion, the person
becoming the target of digital humiliation, harassment, or physical attack.

36. The Interior Health Authority willfully violated the Plaintiffs and Class Members'
reasonable expectations of privacy by, inter alia:

a) failing to understand and/or comply with its obligations under the FIPPA,;

b) collecting, retaining, and/or storing the Personal Information in an
inadequate and/or unreasonable manner, including but not limited to by:

i. maintaining inadequate network security and/or data encryption;
ii. following outdated and/or insufficient cybersecurity practices;

iii. failing to store the Personal Information in multiple locations on its
network to prevent an unauthorized third party from accessing a
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significant volume of private and sensitive information in a short
period of time;

iv. failing to take reasonable, or any, measures to safeguard the
Personal Information from others who might be able, and who would
want, to access this sensitive and personal information, despite
knowing the risks of its conduct and the potential for misuse of that
Personal Information; and/or

v. failing to implement and/or maintain adequate security measures,
policies, and/or procedures to identify and/or respond to the IHA Data
Breach in a timely manner, or at all;

c) failing to conduct a reasonable, or any, investigation into the cause and/or
extent of the IHA Data Breach after being notified by the RCMP that an
individual had been found to be in possession of Personal Information of
Interior Health Authority employees;

d) failing to provide adequate notice in a timely manner, or at all, to some or
all Class Members that their Personal Information had been, or may have
been, accessed as a result of the IHA Data Breach;

e) failing to take reasonable and timely steps to mitigate the impact of the IHA
Data Breach on the Plaintiffs and Class Members after being notified by the
RCMP that an individual had been found to be in possession of Personal
Information of Interior Health Authority employees;

f) actively concealing the fact and/or extent of the IHA Data Breach from Class
Members and the public; and

g) downplaying the seriousness and extent of the IHA Data Breach in
communications with Class Members and the public.

37.  The Interior Health Authority’'s conduct was reckless and was done without the
consent of the Plaintiffs and Class Members.
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38. The release of the Personal Information in the IHA Data Breach has created an
indefinite real risk of significant harm that the Plaintiffs and Class Members will be subject
to identity theft and/or fraud. In order to mitigate this risk, some class members have
purchased, or in the future will purchase, credit monitoring and insurance.

39. The credit monitoring provided by the Interior Health Authority did not constitute
adequate risk mitigation measures because, infer alia, the credit monitoring is temporary.

Harm to the Plaintiffs and Class Members

40. As a result of the Interior Health Authority’s negligence, the Plaintiffs and Class
Members have suffered loss and/or damage including but not limited to the costs of
purchasing credit monitoring and/or insurance.

41.  As a result of the Interior Health Authority’s negligence, the Plaintiff Fergus and
Information Misuse Subclass Members have suffered loss and/or damage including but
not limited to financial losses resulting from identify theft, reputational damages, and/or
fraud.

42.  As aresult of the Interior Health Authority’s breach of the Privacy Act, the Plaintiffs
and Class Members have suffered loss and/or damage including but not limited to:

a) damages arising from distress, embarrassment, humiliation, anguish,
reduced trust, feelings of lost privacy, and ongoing increased levels of
stress; and/or

b) the costs of purchasing credit monitoring and/or insurance.

43.  As aresult of the Interior Health Authority’s breach of the Privacy Act, the Plaintiff
Fergus and Information Misuse Subclass Members have suffered loss and/or damage
including but not limited to financial losses resulting from identify theft, reputational
damages, and/or fraud.

Part 2: RELIEF SOUGHT

44,  The Plaintiffs claim on their own behalf and on behalf of the Class Members:
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a) an order certifying this action as a class proceeding and appointing them as
representative plaintiffs under the Class Proceedings Act, RSBC 1996, c 50
(the “Class Proceedings Act’);

b) general and special damages for negligence;
c) moral, general, and special damages under section 1(1) of the Privacy Act,
d) punitive damages;

e) pre-judgment and post-judgment interest under the Court Order Interest
Act, RSBC 1996, c 79 (the “Court Order Interest Act’); and/or |

f) such further and other relief as this Honourable Court may deem just.
Part 3: LEGAL BASIS

45.  The Plaintiffs and Class Members plead and rely on the Class Proceedings Act,
the Court Order Interest Act, the Negligence Act, RSBC 1996, c 318, the Privacy Act, the
FIPPA, the Limitation Act, SBC 2012, ¢ 13, the Limitation Act, RSBC 1996, ¢ 266, and
the Supreme Court Civil Rules, BC Reg 168/2009 and related enactments.

Negligence

46. At all material times, the Interior Health Authority as custodian of the Personal
Information and current and/or former employer of the Plaintiffs and Class Members owed

them a duty of care to, inter alia:

a) collect, retain, and store the Personal Information in an adequate and

reasonable manner;

b) implement and maintain adequate security measures, policies, and/or
procedures to:

i. safeguard the Personal Information in its custody; and

ii. identify and respond to breaches of its networks or infrastructure in

a timely manner;
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c) promptly and competently investigate any potential breaches of its networks
or infrastructure; and

d) provide prompt and direct notice to the Plaintiffs and Class Members upon
discovering, or having reasonable grounds to believe, that their Personal
Information was, or may have been, accessed or stolen by an unauthorized
third party.

47.  The Interior Health Authority breached the duty of care that it owed to the Plaintiffs
and Class Members by, inter alia:

a) collecting, retaining, and/or storing the Personal Information in an
inadequate and/or unreasonable manner, including but not limited to by:

i. maintaining inadequate network security and/or data encryption;

i. following outdated and/or insufficient cybersecurity practices;

ii. failing to store the Personal Information in multiple locations on its
network to prevent an unauthorized third party from accessing a
significant volume of private and sensitive information in a short
period of time;

iv. failing to take reasonable, or any, measures to safeguard the
Personal Information from others who might be able, and who would
want, to access this sensitive and personal information, despite
knowing the risks of its conduct and the potential for misuse of that
Personal Information; and/or

v. failing to implement and/or maintain adequate security measures,
policies, and/or procedures to identify and/or respond to the IHA Data
Breach in a timely manner, or at all;

b) failing to conduct a reasonable, or any, investigation into the cause and/or
extent of the IHA Data Breach after being notified by the RCMP that an

15



individual had been found to be in possession of Personal Information of
Interior Health Authority employees;

c¢) failing to provide adequate notice in a timely manner, or at all, to some or
ali Class Members that their Personal Information had been, or may have
been, accessed as a result of the IHA Data Breach;

d) failing to take reasonable and timely steps to mitigate the impact of the IHA
Data Breach on the Plaintiffs and Class Members after being notified by the
RCMP that an individual had been found to be in possession of Personal
Information of Interior Health Authority employees;

e) actively concealing the fact and/or extent of the IHA Data Breach from Class
Members and the public; and

f) downplaying the seriousness and extent of the IHA Data Breach in
communications with Class Members and the public.

48. The Interior Health Authority therefore breached its duty to the Plaintiffs and Class
Members and was negligent.

49.  As a result of the Interior Health Authority’s negligence, the Plaintiffs and Class
Members have suffered loss and/or damage including but not limited to the costs of

purchasing credit monitoring and/or insurance.

50. As a result of the Interior Health Authority’s negligence, the Plaintiff Fergus and
Information Misuse Subclass Members have suffered loss and/or damage including but
not limited to financial losses resulting from identify theft, reputational damages, and/or
fraud.

51. At all material times, the Interior Health Authority was in a close and proximate
relationship with its employees, the Plaintiffs and Class Members. The loss and/or
damages suffered by the Plaintiffs and Class Members were the reasonably foreseeable
consequences of the Interior Health Authority’s negligence.
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Breaches of the Privacy Act

52. By the conduct set out herein, the Interior Health Authority has breached section
1 of the Privacy Act.

53. By the conduct detailed herein, the Interior Health Authority breached the
reasonable expectations that the Plaintiffs and Class Members had when they provided
the Personal Information to the Interior Health Authority. The Interior Health Authority’s
conduct constitutes a willful violation of the Plaintiffs and Class Members’ privacy. The
Interior Health Authority violated the privacy of the Plaintiffs and Class Members without
a claim of right.

54.  As aresult of the Interior Health Authority’s breach of the Privacy Act, the Plaintiffs
and Class Members have suffered loss and/or damage including but not limited to:

a) damages arising from distress, embarrassment, humiliation, anguish,
reduced trust, feelings of lost privacy, and ongoing increased levels of
stress; and/or

b) the costs of purchasing credit monitoring and/or insurance.

55.  As a result of the Interior Health Authority’s breach of the Privacy Act, the Plaintiff
Fergus and Information Misuse Subclass Members have suffered loss and/or damage
including but not limited to financial losses resulting from identify theft, reputational
damages, and/or fraud.

Some of the Plaintiffs and Class Members’ Damages Ought to be Aggregated

56. Some, or ail, amounts payable to the Class on account of the Interior Health
Authority’s negligence and/or breach of the Privacy Act should be calculated on an
aggregate basis pursuant to section 29 of the Class Proceedings Act or otherwise.

Punitive Damages

57. The Interior Health Authority’'s conduct was high-handed, outrageous, and
reckless. In particular, the Interior Health Authority:
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a)

failed to detect the IHA Data Breach until after being notified by the RCMP
that an individual had been found to be in possession of Personal
Information of Interior Health Authority employees;

b) failed to conduct a reasonable, or any, investigation into the cause and/or

c)

d)

f)

extent of the IHA Data Breach after being notified by the RCMP that an
individual had been found to be in possession of Personal Information of
Interior Health Authority employees;

failed to provide adequate notice in a timely manner, or at all, to some or all
Class Members that their Personal Information had been, or may have
been, accessed as a result of the IHA Data Breach;

failed to take reasonable and timely steps to mitigate the impact of the IHA
Data Breach on the Plaintiffs and Class Members after being notified by the
RCMP that an individual had been found to be in possession of Personal
Information of Interior Health Authority employees;

actively concealed the fact and/or extent of the IHA Data Breach from Class
Members and the public; and

downplayed the seriousness and extent of the IHA Data Breach in
communications with Class Members and the public.

Given the reprehensible nature of this conduct, the Interior Health Authority is liable
to pay punitive damages to the Plaintiffs and Class Members who were not adequately
informed, or were not adequately informed in a timely manner, that their Personal
Information had been accessed and/or stolen in the IHA Data Breach.

Limitation Periods

The Plaintiffs and Class Members rely on the doctrines of postponement,
discoverability and fraudulent concealment. The Plaintiffs and Class Members could not
reasonably have known that loss or damage had occurred, that it was caused or
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contributed to by the acts of the Interior Health Authority, or that a court proceeding would
be an appropriate means to seek to remedy the injury until no earlier than March 7, 2024.

60. Class Members who were notified by the Interior Health Authority before March 7,
2024 that their Personal Information had been accessed in the IHA Data Breach could
not reasonably have known that loss or damage had occurred, that it was caused or
contributed to by the acts of the Interior Health Authority, or that a court proceeding would
be an appropriate means to seek to remedy the injury until no earlier than March 7, 2024
due to the limited and inaccurate information provided by the Interior Health Authority
regarding the IHA Data Breach prior to March 7, 2024.

61. The equitable doctrine of fraudulent concealment applies to postpone the running
of any otherwise applicable limitation period where it would be, for any reason,
unconscionable for a defendant or defendants to rely on the advantage gained by having

concealed the existence of a cause of action or an aspect of a claim.

62. The Interior Health Authority actively concealed material facts relating to the IHA
Data Breach, including the identities of the Class Members whose information was
accessed, the specific nature and scope of the information compromised, and the actual
or potential uses of that information. As a result of the Interior Health Authority’s fraudulent
concealment of these material facts related to the IHA Data Breach, the Plaintiffs and
Class Members were unable to identify that they suffered loss and/or damages arising
from the IHA Data Breach, and consequently that the Plaintiffs and Class Members had a
right of action against the Interior Health Authority for the misconduct described in this
Notice of Civil Claim.

63. As a consequence of the Interior Health Authority’s fraudulent concealment, the
applicable limitation period did not commence running with respect to the Plaintiffs and
Class Members' claims in negligence and under the Privacy Act, or in the alternative was
tolled against the Interior Health Authority, until no earlier than March 7, 2024 when the
Interior Health Authority disclosed information about the IHA Data Breach that was

previously unknown to the public. It would be unconscionable for the Interior Health
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Authority to rely on the advantage gained by having concealed the existence of the

Plaintiffs and Class Members’ claims listed above.

64. The Plaintiffs and Class Members plead and rely on the doctrine of discoverability
and section 8 and/or subsection 21(3) of the Limitation Act, SBC 2012, ¢ 13 to postpone
the running of the limitation period. In the alternative, or in addition, the Plaintiffs and
Class Members rely on section 30 of the Limitation Act, SBC 2012, ¢ 13, and the
Limitation Act, RSBC 1996, c 266.

Plaintiff's address for service:

Slater Vecchio LLP
1800 - 777 Dunsmuir Street
Vancouver, BC V7Y 1K4

Fax number for service: 604.682.5197
Email address for service: service@slatervecchio.com
Place of trial: Vancouver, BC

The address of the registry is:

800 Smithe Street
Vancouver, BC
V6Z 2E1

)
Date: May 22, 2025 Q) ‘Q\
\

Signature of lawyer for plaintiffs

Sam J Jaworski
Justin Giovannetti
L.W. Vivian Cheung
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Rule 7-1 (1) of the Supreme Court Civil Rules states:

(1) Unless all parties of record consent or the court otherwise orders, each party of
record to an action must, within 35 days after the end of the pleading period,

(a) prepare a list of documents in Form 22 that lists

(i) all documents that are or have been in the party's possession or control
and that could, if available, be used by any party at trial to prove or
disprove a material fact, and

(ii) all other documents to which the party intends to refer at trial, and

(b) serve the list on all parties of record.
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Appendix
[The following information is provided for data collection purposes only and is of no legal effect.]
Part 1: CONCISE SUMMARY OF NATURE OF CLAIM:

This is a claim for damages arising from the breach of the Interior Health Authority’s network in
or around December 2009.

Part 2: THIS CLAIM ARISES FROM THE FOLLOWING:
A personal injury arising out of:

[ 1a motor vehicle accident

[ ] medical malpractice

[ 1another cause

A dispute concerning:
[ ]contaminated sites
[ ]construction defects
[ ]real property (real estate)
[ ]personal property
[ ]the provision of goods or services or other general commercial matters
[ ]investment losses
[ ]1the lending of money
[ x ] an employment relationship
[ ]a will or other issues concerning the probate of an estate
[ x ] a matter not listed here

Part 3: THIS CLAIM INVOLVES:
[x] a class action
[ ] maritime law
[ ]aboriginal law
[ ]constitutional law
[ ]conflict of laws
[ ] none of the above
[ ]1do not know

Part 4:

Negligence Act, RSBC 1996, ¢ 318

Court Order Interest Act, RSBC 1996, ¢ 79

Freedom of Information Act and Protection of Privacy Act, RSBC 1996, c. 165
Privacy Act, RSBC 1996 ¢. 373
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