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Brought under the Class Proceedings Act, RSBC 1996, ¢ 50

NOTICE OF CIVIL CLAIM

This action has been started by the plaintiff for the relief set out in Part 2 below.

If you intend to respond to this action, you or your lawyer must

(a) file a response to civil claim in Form 2 in the above-named registry of this court
within the time for response to civil claim described below, and
(b) serve a copy of the filed response to civil claim on the plaintiff.

If you intend to make a counterclaim, you or your lawyer must

(a) file a response to civil claim in Form 2 and a counterclaim in Form 3 in the above-
named registry of this court within the time for response to civil claim described
below, and

(b) serve a copy of the filed response to civil claim and counterclaim on the plaintiff
and on any new parties named in the counterclaim.

JUDGMENT MAY BE PRONOUNCED AGAINST YOU IF YOU FAIL to file the response to civil
claim within the time for response to civil claim described below.

Time for response to civil claim

A response to civil claim must be filed and served on the plaintiff,

(a) if you reside anywhere in Canada, within 21 days after the date on which a copy
of the filed notice of civil claim was served on you,

(b) if you reside in the United States of America, within 35 days after the date on
which a copy of the filed notice of civil claim was served on you,

(c) if you reside elsewhere, within 49 days after the date on which a copy of the filed
notice of civil claim was served on you, or

(d) if the time for response to civil claim has been set by order of the court, within
that time.



THE PLAINTIFF’S CLAIM
Part 1: STATEMENT OF FACTS

Overview

1. Cruise operators collect, store, and control large volumes of digitized, sensitive
personal information as a condition of selling and providing travel services. To book and
take a cruise, customers must hand over personal identifiers, and in doing so they rely on
the operator to implement and maintain reasonable safeguards protecting that information

from unauthorized access, theft, and misuse.

2. Because they collect and store the personal information of millions of travellers,
large cruise operators are attractive targets for cybercriminals, and they face a heightened
and ongoing duty to prioritize rigorous data-security safeguards, proactive cybersecurity
measures, data minimization, and, critically, comprehensive human-factor security
training. Cybersecurity is not merely a technical obligation; it is a core issue of personal
security, the significance of which is underscored by the quasi-constitutional status of

privacy rights in Canada.

3. This action arises from a data breach affecting Carnival Corporation and its
Holland America Line brand, which Carnival detected on or about April 14, 2026 and
publicly disclosed on or about May 27, 2026 (the "Carnival Data Breach"). The breach
was carried out by an unauthorized third party who used social engineering to deceive a
Carnival employee and thereby gain access to a portion of Carnival's IT systems, from
which the personal information of an undisclosed number of Carnival customers, including
Canadians, was accessed and exfiltrated. The personal information accessed and
exfiltrated in the Carnival Data Breach includes but is not limited to full names, mailing
addresses, email addresses, telephone numbers, dates of birth, and, for some
individuals, government-issued identification numbers, including driver's licence numbers

and passport numbers (collectively, the "Compromised Data").

4, As a consequence of the Carnival Data Breach, the Plaintiff and Class Members

have suffered psychological, financial, and other harm, including increased risk of identity



theft and fraud, costs of protective measures, and loss of privacy, trust, and sense of

security.
The Plaintiff and Class Members

5. The Plaintiff, Roberta Phelps, is a resident of British Columbia and was a customer
of Holland America Line, a cruise brand operated by Carnival, and a member of Holland
America Line's Mariner Society loyalty program, at the time of the Carnival Data Breach.
In order to obtain cruise services, the Plaintiff provided personal information to Carnival,
including her full name, date of birth, and email address, which information, whether alone

or in combination, is not public information.

6. The Plaintiff brings this claim on her own behalf and on behalf of all individuals
residing in Canada who were notified by or on behalf of Carnival that their personal
information was involved in the data breach detected by Carnival Corporation on or about
April 14, 2026, including a subclass of individuals who claim to have suffered a pecuniary
loss due to the misuse of their personal information accessed in the Carnival Data Breach
(the "Data Misuse Subclass" and the "Data Misuse Subclass Members"), (the "Class”

and the "Class Members").
The Defendants

7. The Defendant Carnival Corporation is a corporation incorporated under the laws
of Panama with its principal place of business in Miami, Florida. Together with Carnival
plc, it forms Carnival Corporation & plc, the world's largest cruise company, which owns
and operates a family of cruise brands — including Holland America Line, Princess
Cruises, Carnival Cruise Line, Seabourn, Costa, and others — carrying millions of
passengers annually. Carnival Corporation issued, and caused to be issued, the notices
of the Carnival Data Breach to affected individuals, including the Plaintiff, and held itself

out as the entity responsible for the personal information involved.

8. The Defendant Holland America Line Inc., headquartered in Seattle, Washington,
is the operating company of the Holland America Line cruise business and a subsidiary

within Carnival Corporation & plc. Holland America Line Inc. operated the Holland
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America Line cruise services purchased by the Plaintiff and Class Members. Holland
America Line Inc. automatically enrolls its guests in its Mariner Society loyalty program
upon completion of their first cruise, without the need for registration. Some or all Class
Members were members of the Mariner Society loyalty program at the time of the Carnival

Data Breach.

9. Carnival Corporation and Holland America Line Inc. are collectively “Carnival”.
Carnival markets, sells, and provides cruise services to customers across Canada,
including in British Columbia, and operates cruises that embark from and call at Canadian
ports, including Vancouver and Victoria, British Columbia. Carnival carries on business in

British Columbia and elsewhere in Canada.
Carnival Collected the Plaintiff and Class Members’ Personal Information

10. To book and take cruises operated by Carnival, customers were required to

provide, inter alia, their full name, date of birth, email address, and passport information.

11.  Carnival, through its agents and employees, requested, collected, and retained the
Compromised Data from the Plaintiff and Class Members in the course of its business
and for the limited purposes of fulfilling bookings and administering cruise travel and its
Mariner Society loyalty program. Carnival stored, controlled, and managed the

Compromised Data electronically, for its own convenience and operational efficiency.
Timeline of the Carnival Data Breach

12.  On or about April 10, 2026, an unauthorized third party gained access to a portion
of Carnival's IT systems by using social engineering to deceive a Carnival employee and

compromise that employee's account.

13.  On or about April 14, 2026, Carnival's IT security team identified the unauthorized
activity involving an employee's account. Carnival states that it acted to block the activity

and engaged third-party security experts to investigate.

14.  On or about April 22, 2026, Carnival first determined that the unauthorized actor

had illegally copied personal information from the affected systems.
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15.  On or about May 27, 2026, Carnival publicly disclosed the breach, began notifying
affected individuals, and offered affected individuals in the United States a complimentary
two-year credit-monitoring subscription through TransUnion. Carnival did not offer credit-

monitoring or identity-protection services to affected Canadians.

16.  On orabout June 16, 2026, the Plaintiff received an email notice of the breach sent
on behalf of Carnival Corporation through Cyberscout, a division of TransUnion
(CarnivalCorp@notifications.cyberscout.com), titled "Notice of Cybersecurity Event,"
which advised in part that an unauthorized actor had used social engineering to deceive
an employee and access a limited portion of Carnival's IT system; that Carnival had
determined the Plaintiff's full name, date of birth, and email address were obtained; and
that the Plaintiff should remain vigilant against identity theft or fraud and contact local law
enforcement if she suspected she had become a victim. The notice did not offer the

Plaintiff credit-monitoring, identity-protection insurance, or any other mitigation services.

Carnival was Required by the PIPEDA, the BC PIPA, and the AB PIPA to Safeguard

the Plaintiff and Class Members’ Compromised Data

17.  The Personal Information Protection and Electronic Documents Act, SC 2000, ¢ 5
(the “PIPEDA”) governs the collection, use, disclosure, and disposal of personal
information by private-sector organizations, including information relating to customers.
The PIPEDA is intended to regulate how businesses responsibly manage personal
information in the course of commercial activities, promote accountability of private sector
bodies, and safeguard individual privacy by, among other things, prohibiting the

unauthorized disclosure of personal information.

18.  Section 5(1) of the PIPEDA mandates that organizations comply with the
obligations set out in Schedule 1. This includes Principles 1, 5, and 7, which state, inter

alia:

4.1 Principle 1 — Accountability

An organization is responsible for personal information under its control and shall
designate an individual or individuals who are accountable for the organization’s
compliance with the following principles.
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[.]
4.1.4

Organizations shall implement policies and practices to give effect to the principles,
including

(a) implementing procedures to protect personal information;

(b) establishing procedures to receive and respond to complaints and
inquiries;

(c) training staff and communicating to staff information about the
organization’s policies and practices; and

(d) developing information to explain the organization’s policies and
procedures.

[...]
4.5 Principle 5 —Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those
for which it was collected, except with the consent of the individual or as required
by law. Personal information shall be retained only as long as necessary for the
fulfilment of those purposes.

[..]
4.5.2

Organizations should develop guidelines and implement procedures with respect
to the retention of personal information. These guidelines should include minimum
and maximum retention periods. Personal information that has been used to make
a decision about an individual shall be retained long enough to allow the individual
access to the information after the decision has been made. An organization may
be subject to legislative requirements with respect to retention periods.

4,53

Personal information that is no longer required to fulfil the identified purposes
should be destroyed, erased, or made anonymous. Organizations shall develop
guidelines and implement procedures to govern the destruction of personal
information.

[..]



4.7 Principle 7 — Safeguards

Personal information shall be protected by security safeguards appropriate to the
sensitivity of the information.

4.71

The security safeguards shall protect personal information against loss or theft, as
well as unauthorized access, disclosure, copying, use, or modification.
Organizations shall protect personal information regardless of the format in which
it is held.

4.7.2

The nature of the safeguards will vary depending on the sensitivity of the
information that has been collected, the amount, distribution, and format of the
information, and the method of storage. More sensitive information should be
safeguarded by a higher level of protection. The concept of sensitivity is discussed
in Clause 4.3.4.

4.7.3
The methods of protection should include

(a) physical measures, for example, locked filing cabinets and restricted
access to offices;

(b) organizational measures, for example, security clearances and limiting
access on a “need-to-know” basis; and

(c) technological measures, for example, the use of passwords and
encryption.

4.7.4

Organizations shall make their employees aware of the importance of maintaining
the confidentiality of personal information.

4.7.5

Care shall be used in the disposal or destruction of personal information, to prevent
unauthorized parties from gaining access to the information (see Clause 4.5.3).

19.  Subsections 10.1(3)-(8) of the PIPEDA require organizations to notify affected

individuals as soon as feasible of any breach of security safeguards that poses a real risk



of significant harm, prescribe the content and manner of such notification, and set out the

criteria for assessing whether a real risk of significant harm exists:

Breaches of Security Safeguards
Notification to individual

(3) Unless otherwise prohibited by law, an organization shall notify an individual of
any breach of security safeguards involving the individual's personal information
under the organization’s control if it is reasonable in the circumstances to believe
that the breach creates a real risk of significant harm to the individual.

Contents of notification

(4) The notification shall contain sufficient information to allow the individual to
understand the significance to them of the breach and to take steps, if any are
possible, to reduce the risk of harm that could result from it or to mitigate that harm.
It shall also contain any other prescribed information.

Form and manner

(5) The notification shall be conspicuous and shall be given directly to the individual
in the prescribed form and manner, except in prescribed circumstances, in which
case it shall be given indirectly in the prescribed form and manner.

Time to give notification

(6) The notification shall be given as soon as feasible after the organization
determines that the breach has occurred.

Definition of significant harm

(7) For the purpose of this section, significant harm includes bodily harm,
humiliation, damage to reputation or relationships, loss of employment, business
or professional opportunities, financial loss, identity theft, negative effects on the
credit record and damage to or loss of property.

Real risk of significant harm — factors

(8) The factors that are relevant to determining whether a breach of security
safeguards creates a real risk of significant harm to the individual include

(a) the sensitivity of the personal information involved in the breach;

(b) the probability that the personal information has been, is being or will be
misused; and

(c) any other prescribed factor.
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20. As a private-sector organization engaged in commercial activities and handling
personal information, Carnival was subject to the provisions of the PIPEDA for its

operations within Canada.

21.  The Personal Information Protection Act, SBC 2003, ¢ 63 (the “BC PIPA”) governs,
inter alia, the collection, use, and disclosure of personal information by private sector

organizations in British Columbia. For example, sections 34 and 35 of the BC PIPA state:

Protection of personal information

34  Anorganization must protect personal information in its custody or under its
control by making reasonable security arrangements to prevent unauthorized
access, collection, use, disclosure, copying, modification or disposal or similar
risks.

Retention of personal information

35 (1) Despite subsection (2), if an organization uses an individual's personal
information to make a decision that directly affects the individual, the organization
must retain that information for at least one year after using it so that the individual
has a reasonable opportunity to obtain access to it.

(2) An organization must destroy its documents containing personal information,
or remove the means by which the personal information can be associated with
particular individuals, as soon as it is reasonable to assume that

(a) the purpose for which that personal information was collected is no
longer being served by retention of the personal information, and

(b) retention is no longer necessary for legal or business purposes.

22.  As a private-sector organization handling personal information while carrying on
business in British Columbia, Carnival was subject to the provisions of the BC PIPA for

its operations within the province.

23.  The Personal Information Protection Act, SA 2003, ¢ P-6.5 (the “AB PIPA”)
governs, inter alia, the collection, use, and disclosure of personal information by private
sector organizations in Alberta. For example, sections 5 to 6 and 34 to 35 of the AB PIPA

state, infer alia:



Compliance with Act

5 (1) An organization is responsible for personal information that is in its custody
or under its control.

[..]

(5) In meeting its responsibilities under this Act, an organization must act in a
reasonable manner.

[..]

Policies and practices

6 (1) An organization must develop and follow policies and practices that are
reasonable for the organization to meet its obligations under this Act.

[..]

Protection of information

34 An organization must protect personal information that is in its custody or under
its control by making reasonable security arrangements against such risks as
unauthorized access, collection, use, disclosure, copying, modification, disposal or
destruction.

[...]
Retention and destruction of information

35 (1) An organization may retain personal information only for as long as the
organization reasonably requires the personal information for legal or business
purposes.

(2) Within a reasonable period of time after an organization no longer reasonably
requires personal information for legal or business purposes, the organization must

(a) destroy the records containing the personal information, or

(b) render the personal information non-identifying so that it can no longer
be used to identify an individual.

[.]

24.  As a private-sector organization handling personal information while carrying on
business in Alberta, Carnival was subject to the provisions of the AB PIPA for its

operations within the province.
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Carnival's History of Data Breaches

25.  Carnival has a documented history of repeated data breaches, the majority of
which were caused by the compromise of employee accounts through phishing and other

social-engineering techniques, the same vector as the Carnival Data Breach.

26.  Inor about May 2019, Carnival became aware that an unauthorized third party had
gained access to a number of its employee email accounts, through which the personal
information of approximately 180,000 Carnival employees and customers was exposed.
The exposed information included names, addresses, passport numbers, driver's licence
numbers, payment card information, health information, and, in some cases, social
security numbers. Carnival did not notify affected individuals until in or about March 2020,

approximately ten months after it first became aware of the suspicious activity.

27. Between August 2020 and March 2021, Carnival experienced and reported at least
three further cybersecurity incidents, including two ransomware attacks and a further
phishing attack on employee credentials. These incidents resulted in the unauthorized
access to and exfiltration of personal information including customers' names, addresses,
dates of birth, and passport numbers, and affected guests, employees, and crew across

multiple Carnival brands.

28.  Carnival was the subject of regulatory findings and penalties as a result of these
incidents. In or about June 2022, the New York State Department of Financial Services
imposed a monetary penalty on Carnival for, among other things, failing to implement
multi-factor authentication and failing to provide adequate cybersecurity awareness
training to its employees. At or about the same time, Carnival entered into a multistate
settlement arising from the 2019 breach, pursuant to which it agreed to implement, inter
alia, a breach response and notification plan, mandatory employee phishing training and
periodic phishing exercises, multi-factor authentication for remote access to email,

enhanced password practices, and data-minimization measures.

29. Notwithstanding its knowledge of these repeated breaches, the regulatory findings

against it, and its undertakings to implement employee phishing training, multi-factor
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authentication, a breach response and notification plan, and data-minimization measures,
Carnival failed to, inter alia, implement and/or maintain adequate safeguards, resulting in

the Carnival Data Breach.
The Defendants’ Misconduct

30. At all material times, Carnival collected, processed, stored, and was responsible

to protect the Compromised Data.

31. At all material times, the Plaintiff and Class Members were vulnerable to Carnival's
demands to provide the Compromised Data as a condition of contracting Carnival's

services, and to Carnival’s care of the Compromised Data.

32. At all material times, Carnival, as custodian of the Compromised Data, owed the
Plaintiff and Class Members a duty of care to collect, process, store, and protect the

Compromised Data in an adequate and reasonable manner.

33. At all material times, Carnival was in a close and proximate relationship with the
Plaintiff and Class Members. The relationship between Carnival and the Plaintiff and

Class Members was sufficiently close to ground a duty of care because, inter alia:

(@) the Plaintiff and Class Members were vulnerable to Carnival's demands to
provide the Compromised Data as a condition of contracting Carnival’s

cruise services;

(b) the Plaintiff and Class Members were vulnerable to Carnival’s care with the

Compromised Data;

(c) Carnival had a direct, transactional relationship, and a relationship by way

of contract, with the Plaintiff and each of the Class Members; and

(d) Carnival collected, processed, and stored the Compromised Data from the
Plaintiff and Class Members in the course of its business and for the limited

purposes for which it was collected.
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34. The duty of care owed by Carnival to the Plaintiff and Class Members is informed

by, inter alia:

(@)

(b)
()

Carnival’s obligations under the PIPEDA, and, for Class Members resident
in British Columbia and Alberta, the BC PIPA and the AB PIPA, respectively;

the highly sensitive and personal nature of the Compromised Data; and

the inherent danger and foreseeably significant risk of financial,
reputational, and other harms to the Plaintiff and Class Members from the

disclosure and/or misuse of the Compromised Data.

35. At all material times, Carnival knew or reasonably ought to have known:

(@)

()
(d)

(e)

of the facts and occurrences of other data breach attacks affecting the
cruise, travel, and hospitality sectors, including the well-known prevalence

of social-engineering attacks targeting employees;

that the Compromised Data could, or was likely to, be accessed in a data

breach;
the highly sensitive nature of the Compromised Data;

that the Plaintiff and Class Members could suffer financial losses if an

unauthorized party were to access and steal the Compromised Data; and

of its own history of repeated data breaches, as set out at paragraphs 25 to
28 of this Notice of Civil Claim, the majority of which arose from the
compromise of employee accounts through phishing and social
engineering, and of the repeatedly demonstrated inadequacy of its

safeguards and employee-facing controls.

36. The reasonable expectations of the Plaintiff and Class Members when they

provided the Compromised Data to Carnival included but were not limited to:
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(@)

(b)

(c)

(d)

(f)

Carnival would understand and comply with their obligations under the
PIPEDA, and, for Class Members resident in British Columbia and Alberta,
the BC PIPA and the AB PIPA, respectively;

Carnival would collect, process, store, and safeguard the Compromised
Data using adequate and up-to-date technical, administrative, and physical
security measures, including network security, data encryption, monitoring
and intrusion-detection controls, and human-factor controls, and would not

make it accessible to unauthorized third parties;

Carnival would implement, maintain, and update its security safeguards and
employee-facing controis over time, including by taking reasonable steps to
identify and remediate vulnerabilities and to prevent recurrence following

any prior data breach or security incident;

Carnival would implement and maintain policies and practices to ensure the
Compromised Data was appropriately segmented or compartmentalized to

minimize the volume of data accessible in the event of any data breach;

Carnival would retain the Compromised Data for only as long as was

required to fulfill the purposes for which it was collected;

Carnival would, upon discovering, or having reasonable grounds to believe,
that the Compromised Data had been, or may have been, accessed or

stolen by an unauthorized third party:
i. promptly and completely investigate the potential or actual breach;

ii. take reasonable and timely steps to mitigate the impact of the

potential or actual breach on the Plaintiff and Class Members; and

iii. provide timely notice to each Class Member of the occurrence of the

potential or actual breach.

14



37. The Plaintiff and Class Members’ reasonable expectations were informed by the

full context of, and all the circumstances surrounding, the Carnival Data Breach, including

but not limited to:

(a)

(b)

()

(d)

(e)

(f)

the potential misuse of the Compromised Data if this information was stolen

in a data breach, including but not limited to fraud and/or identity theft;

the Plaintiff and Class Members provided their information to Carnival for a

specific purpose,

the Plaintiff and Class Members were required to supply the Compromised

Data to Carnival in order to contract its cruise services;

Carnival digitized and stored electronically the Compromised Data for

convenience and cost savings;

Carnival has increased its internal efficiencies due to its collection,
processing, storage, and/or use of the Compromised Data in electronic

form; and

individuals are increasingly vulnerable to the theft and misuse of their
personal information, including but not limited to the exposure of sensitive
personal identifiers, identity theft, financial fraud, extortion, the person

becoming the target of digital humiliation, harassment, or physical attack.

38. Carnival wilfully violated the Plaintiffs and Class Members’ reasonable

expectations of privacy by, inter alia:

(a)

failing to understand and/or comply with its obligations under the PIPEDA
and, for Class Members resident in British Columbia and Alberta, the BC
PIPA and the AB PIPA, respectively, as set out at paragraphs 17 to 24 of
this Notice of Civil Claim;

collecting, processing, and/or storing the Compromised Data in an

inadequate and/or unreasonable manner, including but not limited to, by:
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(c)

i. maintaining inadequate network security and/or data encryption;
ii. following outdated and/or insufficient cybersecurity practices;

iii. failing to implement and maintain adequate human-factor security
controls, including employee training and access controls sufficient
to prevent a single employee account from being compromised
through social engineering and used to access and exfiltrate the

Compromised Data;

iv. failing to store the Compromised Data in different locations on its
network to prevent an unauthorized third party from accessing a
significant volume of private and sensitive information in a short

period of time;

v. failing to take reasonable, or any, measures to safeguard the
Compromised Data from others who might be able, and who would
want, to access this sensitive and personal information, despite
knowing the risks of its conduct and the potential for misuse of that

Compromised Data; and

vi. failing to implement and maintain adequate monitoring and intrusion-
detection controls to identify and respond to unauthorized access in
a timely manner, with the result that the unauthorized third party
gained access to Carnival's systems on or about April 10, 2026, was
not detected until on or about April 14, 2026, and was able to access

and exfiltrate the Compromised Data.

failing to take reasonable steps to identify and remediate the vuinerabilities
and inadequacies in its security safeguards and employee-facing controls
following its prior data breaches and the regulatory findings and

undertakings described at paragraphs 25 to 29 of this Notice of Civil Claim,

16



(d)

retaining the Compromised Data for longer than was required to fulfill the

purposes for which it was collected,;

after detecting, on or about April 14, 2026, unauthorized activity involving
an employee's account, or in the alternative after detecting, on or about April

22,2026, that the Compromised Data had been accessed and/or exfiltrated:

i. failing to take reasonable and timely steps to investigate and mitigate
the impact of the Carnival Data Breach on the Plaintiff and Class
Members, including by failing to offer Class Members in Canada the
credit-monitoring services that Carnival offered to affected

individuals in the United States; and

ii. failing to notify the Plaintiff and Class Members of the Carnival Data

Breach as soon as feasible.

39. Carnival was reckless for engaging in this conduct because, inter alia:

(@)

(b)

(c)

Carnival was aware, or ought reasonably to have been aware, that its failure
to implement adequate and available security safeguards would jeopardize
the Compromised Data, thereby enabling unauthorized third parties to
access, exfiltrate, and misuse the Compromised Data, and exposing the
Plaintiff and Class Members to foreseeable risks including identity theft,

fraud, extortion, and other invasions of privacy;

Carnival knew or ought to have known, based on, infer alia, Canadian
privacy legislation, the known risks associated with storing large volumes of
sensitive personal information electronically, and its own history of repeated
data breaches, that it was required to adopt reasonable, up-to-date, and
risk-based cybersecurity safeguards and monitoring measures to protect

the Compromised Data from unauthorized access, disclosure, and misuse;

Carnival proceeded with conscious disregard for these known and obvious

risks to the Plaintiff and Class Members’ privacy and security, prioritizing
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internal efficiencies and cost savings over implementing the safeguards,
due diligence, and monitoring necessary to protect the Compromised Data;

and/or

(d) Carnival had previously suffered repeated data breaches through the same
social-engineering vector, had been the subject of regulatory findings and
penalties as a result, and had undertaken to implement employee phishing
training, multi-factor authentication, a breach response and notification
plan, and data-minimization measures, yet failed to implement or maintain
those measures, as set out at paragraphs 25 to 29 of this Notice of Civil

Claim.

40. Atall material times, Carnival knew or ought to have known that this conduct would

violate the privacy of the Plaintiff and Class Members.

41.  As a result of this conduct, which was done without the consent of the Plaintiff and
Class Members, the Compromised Data was accessed and exfiltrated by an unauthorized
third party.

42.  The access and exfiltration of the Compromised Data in the Carnival Data Breach
has created an indefinite real risk of significant harm that the Plaintiff and Class Members
will be subject to identity theft and/or fraud. In order to mitigate this risk, some Class
Members have purchased, or in the future will purchase, credit-monitoring services and/or

identity-protection insurance.
Harm to the Plaintiff and Class Members

43.  As aresult of the Carnival Data Breach, the Plaintiff and Class Members live under
a continuing and reasonable fear of identity theft, fraud, and extortion. This persistent risk
has caused and continues to cause them mental harm, including distress, anxiety, and

loss of trust. In particular:

(@) Class Members are powerless to control how the Compromised Data may

be used by unknown third parties;
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(b)

(c)

some of the Compromised Data, once exposed, cannot be changed or
replaced, easily or at all (e.g., dates of birth and passport numbers), leaving

Class Members vulnerable for life;

Carnival's failure to provide timely notice to each Class Member of the
breach and its scope exacerbated Class Members’ uncertainty and anxiety

about the scope of their exposure;

Class Members face ongoing uncertainty as to whether their identities have
been compromised, requiring constant vigilance over financial accounts

and personal records; and

Carnival's failure to prevent, detect, and adequately contain the Carnival
Data Breach undermined Class Members’ trust and sense of privacy,

contributing to distress, humiliation, and ongoing mental anguish.

44.  As aresult of Carnival's negligence, the Plaintiff and Class Members have suffered

loss and/or damage including but not limited to:

(a)

(b)

out-of-pocket expenses, such as the costs, or anticipated costs, of replacing
passports or other government-issued identification documents and/or
purchasing credit-monitoring services and/or identity-protection insurance;

and/or

time spent responding to the Carnival Data Breach, including time spent
replacing passports or other government-issued identification documents
and/or purchasing credit-monitoring services and/or identity-protection

insurance.

45.  As a result of Carnival’'s breaches of the Provincial Privacy Acts (defined infra),

Class Members resident in British Columbia, Saskatchewan, Newfoundland, Manitoba,

and Québec have suffered loss and/or damage including but not limited to:

(@)

psychological harm such as distress, embarrassment, humiliation, anguish,

reduced trust, feelings of lost privacy, stress, anxiety and depression;
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(b) out-of-pocket expenses, such as the costs, or anticipated costs, of replacing
passports or other government-issued identification documents and/or
purchasing credit-monitoring services and/or identity-protection insurance;

and/or

(c) time spent responding to the Carnival Data Breach, including time spent
replacing passports or other government-issued identification documents
and/or purchasing credit-monitoring services and/or identity-protection

insurance.

46.  Additionally, Data Misuse Subclass Members have suffered further loss and/or
damage due to Carnival’s negligence, and, for Data Misuse Subclass Members resident
in British Columbia, Saskatchewan, Newfoundland, Manitoba, and Québec, Carnival's
breaches of the Provincial Privacy Acts, including but not limited to financial losses

resulting from identity theft, reputational harm, and/or fraud.

47. The loss and/or damages suffered by the Plaintiff and Class Members were the

reasonably foreseeable consequences of Carnival’s tortious conduct.
Part 2: RELIEF SOUGHT
48.  The Plaintiff claims on her own behalf and on behalf of the Class Members:

(a) an order certifying this action as a class proceeding and appointing her as
representative plaintiff under the Class Proceedings Act, RSBC 1996, ¢ 50
(the “Class Proceedings Act’),

(b) general and special damages for negligence;

(c) damages under provincial privacy legislation (collectively, the “Provincial

Privacy Acts”) as follows:

i. for Class Members resident in British Columbia, moral, nominal,
general, and special damages under subsection 1(1) of the Privacy
Act, RSBC 1996 ¢ 373 (the “BC Privacy Act’),
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ii. for Class Members resident in Saskatchewan, moral, nominal,
general, and special damages under subsection 7(a) of the Privacy
Act, RSS 1978, ¢ P-24 (the “SK Privacy Act’),

iii. for Class Members resident in Newfoundland, moral, nominal,
general, and special damages under subsection 6(1)(a) of the
Privacy Act, RSNL 1990, c P-22 (the “NFLD Privacy Act’),

iv. for Class Members resident in Manitoba, moral, nominal, general,
and special damages under subsection 4(1)(a) of the Privacy Act,
CCSM c P125 (the “MB Privacy Act’), and

v. for Class Members resident in Québec, compensatory damages
under articles 1457, 1458 and/or 1607 of the Civil Code of Québec,
CQLR ¢ CCQ-1991 (the “Québec Civil Code”), compensatory
and/or punitive damages under article 49 of the Charter of human
rights and freedoms, CQLR ¢ C-12 (the “Québec Charter”), and
punitive damages under section 93.1 of the Act respecting the
protection of personal information in the private sector, CQLR ¢ P-
39.1 (the “QC Privacy Act’); '

(d) punitive damages;

(e) pre-judgment and postjudgment interest under the Court Order Interest
Act, RSBC 1996, ¢ 79 (the “Court Order Interest Act’); and/or

(f)  such further and other relief as this Honourable Court may deem just.
Part 3: LEGAL BASIS

49.  The Plaintiff and Class Members plead and rely on the Class Proceedings Act, the
Court Order Interest Act, the Negligence Act, RSBC 1996, ¢ 318, the Provincial Privacy
Acts, the PIPEDA, the BC PIPA, the AB PIPA, the Court Jurisdiction and Proceedings
Transfer Act, SBC 2003, ¢ 28, and the Supreme Court Civil Rules, BC Reg 168/2009.
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Negligence

50. At all material times, Carnival was in a close and proximate relationship with the
Plaintiff and Class Members for the reasons set out at paragraphs 10 to 11, 30 to 31, and
33 of this Notice of Civil Claim.

51.  The duty of care owed by Carnival is informed by the facts and circumstances set
out at paragraphs 1 to 2, 17 to 29, and 34 to 35 of this Notice of Civil Claim.

52. At all material times, Carnival as custodian of the Compromised Data and
contracted service provider of the Plaintiff and Class Members owed them a duty of care

to, inter alia:

(a) understand and comply with its obligations under the PIPEDA and, for Class
Members resident in British Columbia and Alberta, the BC PIPA and the AB
PIPA, respectively;

(b) collect, process,' store, and safeguard the Compromised Data using
adequate and up-to-date technical, administrative, and physical security
measures, including network security, data encryption, monitoring and
intrusion-detection controls, and human-factor controls, and not make it

accessible to unauthorized third parties;

(c) implement and maintain policies and practices to ensure the Compromised
Data was appropriately segmented or compartmentalized to minimize the

volume of data accessible in the event of any data breach;

(d) implement, maintain, and update its security safeguards and employee-
facing controls over time, including by taking reasonable steps to identify
and remediate vulnerabilities and to prevent recurrence following any prior

data breach or security incident;

(e) retain the Compromised Data for only as long as was required to fulfill the

purposes for which it was collected,;
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(f) upon discovering, or having reasonable grounds to believe, that the
Compromised Data had been, or may have been, accessed or stolen by an

unauthorized third party:
i. promptly and completely investigate the potential or actual breach;

ii. take reasonable and timely steps to mitigate the impact of the

potential or actual breach on the Plaintiff and Class Members; and

iii. provide timely notice to each Class Member of the occurrence of the

potential or actual breach.

53. By the conduct outlined at, inter alia, paragraphs 15 to 16, 29, and 38 of this Notice
of Civil Claim, Carnival breached the duty of care that it owed to the Plaintiff and Class

Members and was negligent.

54.  As a result of Carnival's negligence, the Plaintiff and Class Members have suffered
loss and/or damage, including but not limited to those described at paragraph 44 of this

Notice of Civil Claim, and are entitled to general and special damages.

55. As a result of Carnival's negligence, Data Misuse Subclass Members have
suffered loss and/or damage including but not limited to those described at paragraph 46

of this Notice of Civil Claim and are entitled to general and special damages.

56. The loss and/or damages suffered by the Plaintiff and Class Members were the

reasonably foreseeable consequences of Carnival's negligence.
Breaches of the Provincial Privacy Acts
57. By the conduct set out herein, Carnival has breached the Provincial Privacy Acts.

58.  Through the conduct described at, inter alia, paragraphs 15 to 16, 29, and 38 of
this Notice of Civil Claim, Carnival breached the reasonable expectations that the Plaintiff
and Class Members resident in British Columbia, Saskatchewan, Newfoundland,

Manitoba, and Québec had when they provided the Compromised Data to Carnival, as
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outlined at paragraph 36 of this Notice of Civil Claim. Carnival violated the privacy of these

Class Members substantially, unreasonably, and without a claim of right.

59. Carnival's conduct constitutes a wilful violation of the privacy of the Plaintiff and
Class Members resident in British Columbia, Saskatchewan, and Newfoundland

because:

(a) this conduct was reckless for the reasons described at paragraph 39 of this

Notice of Civil Claim; and/or

(b) Carnival knew or ought to have known that this conduct would violate the

privacy of the Plaintiff and these Class Members.

60. For the reasons described at paragraphs 58 to 59 of this Notice of Civil Claim,
Carnival has breached subsection 1(1) of the BC Privacy Act, section 2 of the SK Privacy
Act, and subsection 3(1) of the NFLD Privacy Act.

61. For the reasons described at paragraph 58 of this Notice of Civil Claim, Carnival
has breached subsection 2(1) of the MB Privacy Act.

62.  Through the conduct described at, infer alia, paragraphs 12 to 15 and 38(e) of this
Notice of Civil Claim, Carnival breached sections 3.5 to 3.8 of the QC Privacy Act because
Carnival, after detecting, on or about April 14, 2026, unauthorized activity involving an
employee's account, or in the alternative after detecting, on or about April 22, 2026, that
the Compromised Data had been accessed and/or exfiltrated, failed to notify Class
Members resident in Québec in a timely manner of the occurrence, or potential

occurrence, of the Carnival Data Breach.

63.  Through the conduct described at, inter alia, paragraphs 29 and 38(b)-(d) and (e)(i)
of this Notice of Civil Claim, Carnival breached section 10 of the QC Privacy Act because
Carnival, as a person carrying on an enterprise, failed to take the security measures
" necessary and reasonable to ensure the protection of the Compromised Data of Class

Members resident in Québec which Carnival collected, used, and/or kept.

24



64. Through the conduct described at, inter alia, paragraphs 29 and 38(b)-(d) and (e)(i)
of this Notice of Civil Claim, Carnival breached article 5 of the Québec Charter by violating
the right to privacy of Class Members resident in Québec. In particular, Carnival permitted
unauthorized access to, and potential use of, their personal information through
inadequate security measures, thereby constituting an unlawful interference with their
right to respect for privacy and reputational integrity. This interference was intentional in
that Carnival knew, could not ignore, or did not care that the natural, immediate, or
extremely probable consequence of its inadequate security measures would be the

violation of the private life of Class Members resident in Québec.

65.  Through the conduct described at, inter alia, paragraphs 29 and 38(b)-(d) and (e)(i)
of this Notice of Civil Claim, Carnival breached articles 3, 35 to 37, and/or 1457 of the
Québec Civil Code by committing a fault in failing to adequately protect, store, and

safeguard the personal information of Class Members resident in Québec.

66. As a result of Carnival's breaches of the Provincial Privacy Acts, Class Members
(including Data Misuse Subclass Members) resident in British Columbia, Saskatchewan,
Newfoundland, Manitoba, and Québec have suffered loss and/or damage, including but
not limited to those described at paragraphs 43 and 45 to 46 of this Notice of Civil Claim,

and are entitled to damages. In particular:

(@) Class Members resident in British Columbia are entitled to moral, nominal,

general, and special damages under subsection 1(1) of the BC Privacy Act,

(b) Class Members resident in Saskatchewan are entitled to moral, nominal,

general, and special damages under subsection 7(a) of the SK Privacy Act,

(c) Class Members resident in Newfoundland are entitled to moral, nominal,
general, and special damages under subsection 6(1)(a) of the NFLD

Privacy Act;

(d) Class Members resident in Manitoba are entitled to moral, nominal, general,

and special damages under subsection 4(1)(a) of the MB Privacy Act; and
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(e)

Class Members resident in Québec are entitled to compensatory and/or
punitive damages under article 1457, 1458, and/or 1607 of the Quebec Civil
Code, article 49 of the Québec Charter, and/or section 93.1 of the QC
Privacy Act.

67. The loss and/or damages suffered by the Plaintiff and Class Members resident in

British Columbia, Saskatchewan, Newfoundland, Manitoba, and Québec were the

reasonably foreseeable consequences of Carnival’s conduct described herein.

Punitive Damages

68.  Carnival's conduct was high-handed, reprehensible, and demonstrated a reckless

and wanton disregard for the privacy and security of the Plaintiff and Class Members,

warranting an award of punitive damages. In particular, Carnival:

(a)

(b)

failed to remediate the inadequacy of its safeguards, monitoring and
detection controls, and employee-facing controls notwithstanding its history
of repeated data breaches arising from the same social-engineering vector,
the regulatory findings and penalties against it, and its express undertakings
to implement employee phishing training, multi-factor authentication, a
breach response and notification plan, and data-minimization measures, as

set out at paragraphs 25 to 29 of this Notice of Civil Claim;

having identified unauthorized activity involving an employee's account on
or about April 14, 2026, or in the alternative having determined that an
unauthorized actor had illegally copied the Compromised Data from

Carnival's systems on or about April 22, 2026:

i. chose not to announce the Carnival Data Breach to the public until
on or about May 27, 2026; and

ii. chose not to provide direct notice of the Carnival Data Breach to
Class Members in a timely manner, with some Class Members not

receiving direct notice until June 16, 2026, or later; and
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(c) chose not to offer the Plaintiff and Class Members complimentary credit-
monitoring or equivalent services to mitigate the harms and losses flowing
from the Carnival Data Breach, despite offering affected individuals in the

United States two years of complimentary credit-monitoring.

69. This same conduct — which amounts to gross recklessness, gross carelessness,
and/or gross negligence — entitles Class Members resident in Québec to punitive

damages under section 93.1 of the QC Privacy Act.
Joint and Several Liability

70. The Defendants, Carnival Corporation and Holland America Line Inc., are jointly
and severally liable for the loss and damage suffered by the Plaintiff and Class Members

arising from the Carnival Data Breach.

Plaintiff's address for service:

Slater Vecchio LLP
1800 - 777 Dunsmuir Street
Vancouver, BC V7Y 1K4

Fax number for service: 604.682.5197
Email address for service: service@slatervecchio.com
Place of trial: Vancouver, BC

The address of the registry is:

800 Smithe Street
Vancouver, BC
V6Z 2E1

Date: _( ,}L!;!”i, ! /% 'Zéyz\;

Signature of lawyer for plgintiﬁ

Anthony A. Vecchio, K.C.
Justin Giovannetti
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Rule 7-1 (1) of the Supreme Court Civil Rules states:

(1) Unless all parties of record consent or the court otherwise orders, each party of
record to an action must, within 35 days after the end of the pleading period,

(a) prepare a list of documents in Form 22 that lists

(i) all documents that are or have been in the party's possession or control
and that could, if available, be used by any party at trial to prove or
disprove a material fact, and

(ii) all other documents to which the party intends to refer at trial, and

(b) serve the list on all parties of record.
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ENDORSEMENT ON ORIGINATING PLEADING OR PETITION
FOR SERVICE OUTSIDE BRITISH COLUMBIA
The Plaintiff claims the right to serve this pleading on the defendants Carnival Corporation
and Holland America Line Inc. outside British Columbia on the ground that the Court
Jurisdiction and Proceedings Transfer Act, SBC 2003, c 28 (the “Court Jurisdiction and
Proceedings Transfer Act’) applies because there is a real and substantial connection
between British Columbia and the facts on which this proceeding is based. The Plaintiff

and Class Members rely on the following grounds, in that this action:
(@) concerns a tort committed in British Columbia (subsection 10(g)); and

(b) concerns a business carried on in British Columbia (subsection 10(h)).
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Appendix
Part 1: CONCISE SUMMARY OF NATURE OF CLAIM:
This is a claim for damages arising from the breach of Carnival’s network in or around April 2026.
Part 2: THIS CLAIM ARISES FROM THE FOLLOWING:

A personal injury arising out of:

[ ]1a motor vehicle accident
[ 1 medical malpractice
[ 1another cause

A dispute concerning:

[ ] contaminated sites
] construction defects
] real property (real estate)
] personal property
x] the provision of goods or services or other general commercial matters
] investment losses
] the lending of money
] an employment relationship
] a will or other issues concerning the probate of an estate
] a matter not listed here

[
[
[
[
[
[
[
[
[

Part 3: THIS CLAIM INVOLVES:

ix] a class action

[ ] maritime law

[ ]aboriginal law

[ ] constitutional law
[ ] conflict of laws

[ 1none of the above
[ ]1do not know

Part 4:

Class Proceedings Act, RSBC 1996, ¢ 50

Personal Information Protection Act, SBC 2003, ¢ 63

Personal Information Protection and Electronic Documents Act, SC 2000, ¢ 5
Privacy Act, RSBC 1996 c. 373
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